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Portfolio note: This document has been adapted from a previous capstone project for portfolio
presentation. The technical content has been kept substantially word-for-word, while training-
specific identifiers, author details, and similar presentation artifacts have been removed or
neutralised where practical.

INTRODUCTION

Rossco’s Coffee has grown quickly and the shop now takes many online orders every day. The current
website runs on a single AWS EC2 instance with a local MariaDB database. As traffic grows the server
is struggling to keep up, and the business worries about security and reliability. This

Cloud Security Plan sets out how we will design, build and operate a more resilient cloud enviroment.
It describes our assumptions and constraints, outlines the project scope and summarises how the
new architecture works.

PURPOSE

The purpose of this plan is to give Rossco’s Coffee a clear path to migrate its web application to a
secure and scalable cloud platform. It aims to provide a consistent, reliable ordering experience for
five cafes and more than 800 regular customers. The plan guides the project team on how to design
and implement the upgraded architecture, how to test and cut over to the new enviroment and how to
operate it safely over time with thought to cloud incidents and our responses. It also documents the
business assumptions, budget limits and responsibilities between Rossco’s Coffee and AWS. By
following this plan, the team will reduce downtime, protect customer data and avoid over-engineering
so they stay within the AU $200 000 budget.

ASSUMPTIONS AND CONSTRAINTS

SCHEDULE

The migration is expected to finish within six months. New features will be frozen in the last month
except critical fixes. Cut-over to the new system should happen out of hours and take less than two
hours, with a tested rollback procedure.

BUDGET

Total spend for the first year, including AWS usage, backups, monitoring, training and security
services, must stay under AU $200 000. Wherever possible we will use managed services to reduce
operational overheads. Multi-region active-active is out of scope.

RESOURCE AVAILABILITY AND SKILL SETS

One cloud architect will lead the change. Cafe managers will have limited console access for content
updates and the webapp has front-end admin features. There is no dedicated ops team. We will rely
on AWS managed services and external testers for penetration testing. Support will be business hours
with on-call only during cut-over or major incidents.
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PLATFORM, SOFTWARE AND TECHNOLOGY

We will stay on AWS and keep the PHP application running on Apache on Amazon Linux. The database
will migrate to Amazon RDS MariaDB in a Multi-AZ configuration (Amazon Web Services, n.d.-b).
CloudFormation will manage infrastructure with templates stored in S3. Session Manager (Amazon
Web Services, n.d.-e) will replace SSH for administration. The focus remains on an EC2-based stack,
but we may refactor the app slightly to improve authentication, input validation and secret handling.

INTEROPERABILITY

The current PHP code and MariaDB schema will be ported to the new platform with minimal changes.
The application will pull secrets from AWS Secrets Manager, connect to RDS over TLS and use Cognito
JWTs for sign-in. User and order data will migrate to the new database during cut-over.

ADDITIONAL INFORMATION

Data and logs stay in Australian Regions. Least privilege IAM with MFA is enforced everywhere. All data
is encrypted in transit and at rest. Separate dev, staging and production environments will exist so
testing is safe. The design aims to be simple enough for a small team to manage without sacrificing
security.

PROJECT OVERVIEW

This plan delivers a secure, scalable two-tier web application on AWS. It uses managed services where
they add value so the team can focus on running the cafe rather than infrastructure. A Virtual Private
Cloud (VPC) spans two Availability Zones. Public subnets host an Application Load Balancer (ALB) and
NAT Gateways. Private subnets host stateless EC2 instances running the PHP application and a
managed RDS MariaDB database. The ALB terminates TLS using certificates from

AWS Certificate Manager and forwards HTTPS traffic to the EC2 instances. Auto Scaling Groups
(Amazon Web Services, n.d.-a). adjust capacity based on demand. Each instance is built from a
Golden Amazon Machine Image (AMI) and managed with AWS Systems Manager. There is no inbound
SSH. The database uses RDS Multi-AZ with automated backups, encryption and point-in-time
recovery. NAT Gateways allow outbound internet access from private subnets. An S3 Gateway
Endpoint enables private access to object storage, reducing NAT costs. IAM ldentity Center provides
centralised identity with multi-factor authentication, and customers sign up and sign in through
Amazon Cognito. Security services like WAF, Shield Standard, CloudTrail, GuardDuty, Security Hub,
Inspector and Macie provide layered protection. Encryption at rest uses KMS keys, and TLS 1.2+ is
enforced for data in transit. The environment is built and maintained with CloudFormation templates
stored in versioned S3 buckets.
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EVALUATION
CURRENT CLOUD ARCHITECTURE AND MODEL

Rossco’s Coffee currently runs its web application on a single AWS EC2 instance within one
Availability Zone. The instance resides in a public subnet and hosts both the web server and a local
MariaDB database. An Application Load Balancer exists but is not actively routing traffic, so all
customer requests go directly to the EC2. The deployment modelis public laaS because the company
manages the operating system and software on the EC2 instance while AWS manages the underlying
infrastructure. There is no evidence of other service models in use.

CURRENT CLOUD SERVICES

The current environment uses a Virtual Private Cloud (one VPC) with a public and a private subnet.
However only the public subnet is used. The public subnet contains the EC2 instance, the ALB and an
Internet Gateway. A security group allows inbound HTTP on port 80 and SSH on port 22 from any
source. There is no NAT Gateway. CloudFormation provisions the stack but there is no version control
or drift detection. No managed database or storage services are used, application files and database
data are stored on the instance.

CURRENT ACCESS CONTROL

There is one IAM user with administrative privileges that manages the AWS account. Access to the EC2
instance uses a static SSH key pair. There is no multi-factor authentication. The application stores
database credentials in user data and the AMI. Customer authentication is built into the PHP code and
uses plaintext credentials stored in the database. There are no IAM roles or identity federation.

CURRENT SECURITY CONTROLS

Security relies on a security group that allows inbound HTTP and SSH from anywhere. The declared
Network Firewall has no rules or routing. There is no Web Application Firewall, Data Loss Prevention or
DDoS mitigation. Encryption is not enforced, the website uses HTTP only and the local database is
unencrypted. Logging and monitoring consist only of default system logs stored on the instance. There
is no CloudTrail, GuardDuty or Config. Backups are not configured so there is a single copy of data.
Disaster recovery is not planned.

CURRENT PROTOCOLS

The website serves customers over HTTP on port 80. SSH on port 22 is open to the world. MariaDB
listens on port 3306 but only locally. There is no TLS for web traffic or database connections. There is
no VPN or private endpoint for administrative access. Logging uses local syslog only.

VULNERABILITY AND RISK ASSESSMENT

The current setup presents multiple risks. A single EC2 instance is a single point of failure. It hosts
both application and database, so compromise of the instance exposes all data. Inbound SSH allows
passwordless access if the key is compromised. HTTP means credentials and session tokens travel in
plaintext. The ALB and Network Firewall exist but are not used. There are no backups or disaster
recovery, so hardware failure or human error could cause permanent data loss. Credentials are

Page 5



hardcoded in user data and AMls. Without logging and monitoring, security incidents may go
unnoticed. Overall the system meets basic function but fails on availability and security.

EVALUATION SUMMARY

The existing environment is a simple single instance running both the application and the database. It
qualifies as a public cloud laaS deployment but lacks any high availability, scalability or security
features. The business is exposed to outages, data loss and breaches. These findings drive the
proposed migration to a two-tier, multi-AZ design with managed database, proper identity
management, encryption, logging and automated backups.
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CLOUD ENVIRONMENT UPGRADE PLAN
CLOUD MODELS, FEATURES AND SECURITY RESPONSIBILITIES

CLOUD MODELS

Aspect

Deployment

Description

Public cloud on AWS, single
Region with two AZs

Advantages

Simple and cost effective,
resilient to one AZ outage

Disadvantages

No automatic multi
Region failover

SERVICE MODELS

Model Examples

laaS EC2,VPC,
security
groups

Amazon
RDS
MariaDB
Multi-AZ

PaaS

Amazon
Cognito,
Security
Hub

SaaS-style

Features

Control of OS, network

and instance sizing

Managed patching,
automated backups,
PITR, synchronous
failover

Customer identity and
centralised security
findings

Advantages

Flexible and familiar
operations

Lower operational
load and reliable
recovery

Fast to adopt with
minimal
maintenance

Disadvantages

We must patch and harden
instances, more day to day
care

Less low level tuning and
fixed maintenance windows

Feature changes depend on
the vendor roadmap,
limited customisation

SECURITY AND SOVEREIGNTY

Category

Shared
responsibility

Responsibilities and settings

monitoring, incident response and compliance

Sovereignty

AWS secures facilities, hardware, core networking, hypervisors and managed layers.
Rossco’s Coffee configures the account, identities, encryption, logging, backups,

All data remains in ap-southeast-2. KMS CMKs with tight key policies.

Cross-Region replication deferred to control cost. HA is covered by Multi-AZ. DR is backup
and restore
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CLOUD SERVICES AND VIRTUAL APPLICATIONS
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Figure 1. Proposed AWS architecture for Rossco’s Coffee Shop. A two tier highly available design with WAF, ALB to stateless EC2 and RDS
Multi-AZ in private subnets.

We deploy a two tiered architecture, a web tier and a data tier. The web tier consists of stateless EC2
instances in private subnets across two Availability Zones. An Application Load Balancer in public
subnets terminates TLS and distributes traffic. The ALB integrates with AWS WAF (Amazon Web
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Services, n.d.-d) to block common attacks and with Shield Standard Shield for basic DDoS protection.
Auto Scaling maintains at least two instances and scales out based on CPU or request count to handle
peaks. Instances are built from Golden AMIs using EC2 Image Builder and run Amazon Linux with
Apache and PHP. On boot they pull code artefacts from S3, fetch secrets from Secrets Manager and
start services. Session Manager enables admin access without opening SSH. The data tier is an
Amazon RDS MariaDB Multi-AZ instance. It provides automated backups, replication and encryption.
Aread replica can be added later if read load grows. Database credentials are stored in Secrets
Manager and rotated.

HIGH DEMAND SOLUTION

Auto Scaling covers demand spikes by adding EC2 instances automatically. We do not need cloud
bursting to other providers because scaling within AWS can meet load. Target tracking policies adjust
capacity based on CPU or requests per second. Minimum capacity is two instances. The ALB health
checks ensure only healthy instances receive traffic. We do not use container orchestration or
serverless because the current PHP application is not containerised and high level redesign of the
base code is out of scope for our purposes.

INFRASTRUCTURE FAILS SOLUTION

High availability is achieved by deploying resources across two Availability Zones. If one zone fails, the
other continues to serve traffic. The ALB and Auto Scaling group span both zones. RDS Multi-AZ
replicates data synchronously and fails over automatically. EBS snapshots and automated backups
allow restoring the database if there is corruption. For disaster recovery beyond the Region, snapshots
can be copied to another Region but this is optional due to cost. We will test restoration quarterly.
Route 53 health checks and failover policies can be configured in future if multi-Region becomes
necessary.
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ACCESS CONTROL
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Figure 2. SSO with MFA issues short-lived role access for staff so least privilege is the default.

Component

Identity Center
SSO

AWS-Admin
role

Cafe-Admin
role

ReadOnly role

Session
Manager

Break glass
user

Purpose

Central sign in for
staff with MFA

Full admin for rare
tasks

Operate the
workload

View only

Shell and console
without SSH

Emergency access
with hardware MFA

Reason

Strong auth and easy
access control

Keep day to day
admins separate from
break glass

Scoped rights for daily
ops

Safe access for audits
and training

No inbound ports and
full audit trail

Works if SSO is down
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Limitation
Needs internet

signin

High power if
misused

Can grow if not
reviewed

No change
actions

Requires SSM
agent and IAM

Risk if storage is
sloppy

Alternative

IAM users with MFA, or
connect to an external
IdP later

Use ‘justin time’
elevation and session
duration limits

Quarterly access reviews
and tighter permission
sets

Temporary elevate to
Operator when needed

Temporary bastion only
during outages

Second device sealed
and sign-out log after use



Authenticated |

ESessio . {\é\/} ) Mariaél
@

WebApp 7~—\
App User EC2

Secrets Manager AWS RDS
App MariaDB

v
v WebApplnstanceRole
X secretsmanager:GetSecretValue

Figure 3. Customers authenticate with Cognito, the app validates a JWT, and EC2 uses an instance role to fetch secrets before connecting to
RDS.

Component Purpose Reason Limitation Alternative
Break glass | Lastresort entry Works when SSO or Token can be lost Keep a second device
IAM user | with hardware MFA = SSM fail if not stored right sealed and logged
CloudTrail | Record every Complete audit trail | Storage grows Lifecycle to Glacier and
action to S3 with KMS overtime quarterly review
CloudWatch | Detectrisky events @ Fast signalto on-call = Noise if rules are Tune rules and add
alarm loose metric filters
EventBridge | Route the event Simple fanout to Needs rule upkeep @ Use a smallincident
rule people and function/pattern
automation

SNS | Notify responders Email or SMS to the Lists can go stale Review recipients
team monthly
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Event Rule
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lAMVU ser Alarm Service Notification

—_— e — — =y

\
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v
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Hardware
MFA

Lambda
Key Rotation

Figure 4. One hardware-MFA break-glass user exists and any use is logged, alerted and can trigger automated key rotation.

Component

Cognito User Pools

JWT validation

WebApplnstanceRole

Secrets Manager

RDS security group

Purpose

Customer sign
up and sign in

Prove user
session to the
app

Give EC2
temprorary
creds

Store and rotate
DB creds

Allow only web
tier to DB port

Reason

Managed identity
without extra servers

Stateless session
and easy scale

No long lived keys on
hosts

Central control and
rotation without code
change

Reduces blast radius

Limitation

Complex custom
flows are limited

Revocation is not
instant

First secret fetch
adds tiny latency

Rotation needs
planning windows

Blocks direct
laptop access

Alternative

Third-party IdP or
custom auth if
required

Short token life with
refresh flow

Cache secretin
memory with short
TTL

Parameter Store for
low impact values

Use SSM port
forward for DB
admin work

In brief, access for staff is managed through IAM Identity Center. Users authenticate via SSO with MFA.
Roles define privileges: Admin, Operator and ReadOnly. A single break-glass user has hardware MFA
for emergencies. No long-lived access keys are used. Session Manager provides shell access and logs
sessions centrally. Customer authentication uses Cognito User Pools, the application validates JWTs
and never stores passwords. Least privilege is enforced by attaching fine-grained IAM policies to roles
and resources. Permissions are reviewed quarterly and removed when not needed.
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CLOUD SECURITY CONTROL

We layer controls to protect data and systems. Web Application Firewall rules block SQL injection and
cross-site scripting. Shield Standard defends against DDoS. WAF and Shield logs are sent to
CloudWatch for alerting. Security groups restrict inbound traffic to the ALB (HTTPS only) and restrict
east-west traffic between subnets. Network ACLs provide stateless filtering. RDS security groups
allow only the web tier to connect. GuardDuty (Amazon Web Services, n.d.-g) analyses logs to detect
threats. Security Hub (Amazon Web Services, n.d.-h) aggregates findings and checks resources
against AWS best practices. Inspector (Amazon Web Services, n.d.-i) scans EC2 instances for
vulnerabilities and Macie (Amazon Web Services, n.d.-j) discovers sensitive data in S3. CloudTrail
(Amazon Web Services, n.d.-f) records API activity for auditing. AWS Config tracks configuration
changes and compliance. KMS encrypts EBS volumes, RDS data and S3 objects. TLS 1.2+ is enforced
on the ALB and to the database. Route 53 DNSSEC is enabled to prevent DNS spoofing.

CLOUD ACCESS SECURITY BROKER (CASB)

Solution. Use Security Hub as the central view with CloudTrail Lake for investigation queries. Ingest findings
from GuardDuty, Inspector, Macie, WAF and Config.

Reason. One centre the small team can actually use.
Limitation. Needs some tuning to keep noise low.
Alternative. Forward findings to a managed SIEM if scale grows.

=) ®

CloudTrail <

Managemen nce
Dashboard

e AWS CIOUdTrail Create a trail with AWS CloudTrail

Insights
v Lok CO nt| nuo USly log yO ur AWS Get started with AWS CloudTrail by creating a trail to
Dashboards log your AWS account activity.

Query

Event data stores

account activity Create s i

Use CloudTrail tc govemance, compliance, and auditing neel
Integrations

Trails

Pricing 2
Settings Pricing [2
How it works
Pricing 12
Documentation (2 Getting started 2
Forums (2 _l—r ) — What is AWS CloudTrail? [2
(15 J) How AWS CloudTrail works [
Capture Store Services that integrate with AWS CloudTrail [2

Record activity in AWS services as AWS AWS CloudTrail delivers events to the AWS
CloudTrail events CloudTrail console, Amazon S3 buckets,
and optionally Amazon CloudWatch Logs

- - More resources (2
R Documentation [
=@ =B -
Act

AP reference [2
Review

Use Amazon CloudWatch Alarms and View recent events in the AWS CloudTrail

Figure 5. AWS CloudTrail service configured to capture and store all account activity, ensuring governance, compliance, and full auditability
of administrative and security events across Rossco’s Coffee cloud infrastructure.
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FIREWALL WEB APPLICATION FIREWALL (WAF)

Solution. Attach AWS WAF to the ALB with AWS managed rule groups and IP reputation list. Enable logs to S3
and beyond.

Reason. Blocks common exploits at the edge with minimal upkeep.
Limitation. False positives can occur if rules are not reviewed.

Alternative. Add rate based rules or Bot Control if abuse rises.

WAF & Shield X (@ The new WAF console provides streamlined security management with pre-configured protection packs (web ACLs), automated recommendations, and a unified dashboard. See

v AWS WAF
Getting started
Web ACLs
Bot control dashboard

Application integration

1P sets
Regex pattern set
Rule groups

Add-on protections

Switch to AWS WAF
Classic
w AWS Shield

Getting started
Overview
Protected resources
Events
Global threat dashboard
v AWS Shield network
security director
Getting started Preview
Dashboard
Resources

Findings

¥ AWS Firewall Manager
Getting started
Security policies
Application lists
Protocol lists

Settings

Switch to the new WAF

console New

what's new [ and switch to the new console.

@ Introducing a new Amazon Managed Rule group in AWS WAF that offers enhanced layer 7 DDoS protection for your applications. Learn more (2

@ Strengthen your security posture with network security director [

AWS WAF
Protect your web applications
from common web exploits

Benefits and features

Agile protection against web
attacks

AWS WAF rule propagation and updates.
take just under a minute, enabling you
to react faster when you are under an
attack or when security issues arise.
WAF supports hundreds of rules that
can inspect any part of the web request
with minimal latency impact to
incoming traffic.

Improved web traffic visibility
AWS WAF gives near real-time visibility
into your web traffic, which you can use
to create new rules or alerts in Amazon
CloudWatch. In addition, AWS WAF
offers comprehensive logging, allowing
you to capture each inspected web
request’s full header data for use in
security automation, analytics, or
auditing.

Save time with managed rules
With managed Rules for AWS WAF, you
can quickly get started and protect
your web application or APIs against
common threats. managed Rules are
updated automatically and are
available from AWS or AWS
Marketplace sellers

Ease of deployment and
maintenance

AWS WAF is easy to deploy and
protects application(s) deployed on
either Amazon CloudFront, the
Application Load Balancer, or Amazon
API Gateway. There is no additional
software to deploy, DNS configuration,
or SSL/TLS certificate to manage.

Get started with AWS WAF

Set up protection for your Amazon CloudFront
distributions, Application Load Balancers, and/or
Amazon AP| Gateway stages in just under 5 minutes.

Create web ACL

Pricing (US)

$5.00 per web ACL per month (prorated hourly)
$1.00 per rule per month (prorated hourly)
$0.60 per million requests processed

View pricing [3

More resources (2

AWS WAF Developer Guide [3
AWS WAF Security Automations [2
FAQ[2

Forum (3

Figure 6. AWS WAF service dashboard showing protection options for web applications against exploits such as SQL injection and cross-site
scripting, demonstrating best practice by integrating managed rulesets in front of the load balancer for Rossco’s Coffee Shop
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APPLICATION DELIVERY CONTROLLER (ADC)

Solution. Application Load Balancer for TLS termination, health checks and path based routing.
Reason. Layer 7 routing that fits a PHP web app.

Limitation. Not ideal for raw TCP only traffic.

Alternative. Use NLB for TCP heavy needs or APl Gateway for REST APlIs later.

TR NVEEE T © The new WAF console provides streamiined security management with pre-configured protection packs (web ACLS), automated recommendations, and a unified dashboard. See
what's new [7 and switch to the new console.

v AWS WAF @ Introducing a new Amazon Managed Rule group in AWS WAF that offers enhanced layer 7 DDOS protection for your applications. Learn more (3

Getting started

(@ Strengthen your security posture with network security director [2

Web ACLs

Bot control dashboard

Application integration
IP sets

Regex pattern sets

i AWS WAF Get started with AWS WAF
tule groups
Protect your web applications ettt
. Amazon AP| Gateway stages in just under 5 minutes.
S from common web exploits
Sk Create web ACL
w AWS Shield :

Getting started
Overview
Protected resources

E

Global threat dashboard
v AWS Shield network

security director

Getting started Preview

Dashboard

Resources

Findings

¥ AWS Firewall Manager
Getting started
Security policies
Application lists
Protocol lists

Settings

Switch to the new WAF

console New

Figure 7. Application Load Balancer (RoCoALB) configured to forward web traffic on port 80 to the target group RoCoTG, demonstrating
secure traffic management and fault-tolerant delivery for the public website http://rosscoscoffee.com.au/

Benefits and features

Agile protection against web
attacks

AWS WAF rule propagation and updates
take just under a minute, enabling you
to react faster when you are under an
attack or when security issues arise.
WAF supports hundreds of rules that
can inspect any part of the web request
with minimal latency impact to
incoming traffic.

Improved web traffic visibility
AWS WAF gives near real-time visibility
into your web traffic, which you can use
to create new rules or alerts in Amazon
CloudWatch. In addition, AWS WAF
offers comprehensive logging, allowing
you to capture each inspected web
request’s full header data for use in
security automation, analytics, or
auditing.

Save time with managed rules
With managed Rules for AWS WAF, you
can quickly get started and protect
your web application or APIs against
common threats. managed Rules are
updated automatically and are
available from AWS or AWS
Marketplace sellers

Ease of deployment and
maintenance

AWS WAF is easy to deploy and
protects application(s) deployed on
either Amazon CloudFront, the
Application Load Balancer, or Amazon
API Gateway. There is no additional
software to deploy, DNS configuration,
or SSL/TLS certificate to manage.
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Pricing (US)

$5.00 per web ACL per month (prorated hourly)

$1.00 per rule per month (prorated hourly)

$0.60 per million requ ed

ts pre

View pricing (3

More resources (2

AWS WAF Developer Guide [3
AWS WAF Security Automations [3
FAQ[2

Forum [
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DATA LOSS PREVENTION (DLP)

Solution. Amazon Macie scans S3 buckets that hold logs and artefacts. Findings flow into Security Hub.
Reason. Catch accidental Pll or credentials before they spread.

Limitation. Can be noisy if aimed at broad log folders.

Alternative. Limit scope to critical prefixes and run weekly jobs.

=)

Amazon Macie <

Get started

Get started with Macie

Amazon Macie

Discover and protect your
sensitive data at scale

Try out Amazon Macie with 30-day free trial

Automatically discover sensitive data across
all of your organization's S3 buckets

Continually evaluate Amazon S3 storage

Review detailed findings to take remediation

Amazon Macie is a data security service that discovers sensitive data using machine action

learning and pattern matching, provides visibility into data security risks, and enables
automated protection against those risks.

Figure 8. Amazon Macie uses machine learning to identify and protect sensitive information within S3 storage, supporting Rossco’s Coffee

Benefits and features

0Ongoing evaluation of your
Amazon S3 security posture

Amazon Macie continually evaluates
your Amazon S3 environment and
provides a summary of your data
security posture across all of your
accounts. You can search, filter, and
sort 53 buckets by metadata
variables, such as bucket names,
tags, and security controls like
encryption status or public
accessibility.

Fully managed sensitive
data types

Armacan Macia meintaine ~ armeinn

Automated sensitive data
discovery

Amazon Macie allows you to run
one-time, daily, weekly, or monthly
sensitive data discovery jobs for all,
or a subset of objects in an Amazon
S3 bucket. For sensitive data
discovery jobs, Amazon Macie
automatically tracks changes to the
bucket and only evaluates new or
modified objects over time.

Discover proprietary or
unique data types

Aenaran Macia nredidoe s tha

Get started

30-day free-trial

Pricing (USD)

Preventative control monitoring
Monitor and evaluate S3 buckets for security and access
control

Buckets / month $0.10 per bucket

Object monitoring
Monitor and evaluate 53 objects for automated sensitive
data discovery

Objects / month $0.010 per 100k objects

Object analysis for sensitive data discovery
Analyze and report sensitive data in 53 objects by
running jobs or performing automated sensitive data
discovery

First 50 TB / month $1.00 per GB
Next 450 T8 / month $0.50 per GB
Ower 500 TB / month $0.25 per GB

Learn more

About our 30-day free trial

data-loss prevention strategy by automatically detecting personel or regulated data across cloud assets.
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NETWORK ACCESS CONTROLLER (NAC)

Solution. Security groups as the primary control. ALB accepts HTTPS from the internet. Web tier reaches RDS on
the DB port only. NACLs add stateless guardrails.

Reason. Clear least-privilege paths and reduced blast radius.

Limitation. Rules grow complex if many services are added.

Alternative. Add interface VPC endpoints or VPC Lattice if service to service grows.

> 3g-0056b8e782b501adf - RoCoStackTest-RoCoALBSG-40BnulP6HZVE 5 @
EC2 ¢«  $g-0056b8e782b501adf - RoCoStackTest-RoCoALBSG-40BnulP6HzVE (actions v )
Dashboard o
asnboard Details
EC2 Global View (3
onel e Security group name Security group 1D Description veCID
Events 15} RoCoStackTest-RoCaALBSG-40BnulPEHzVE 15} 55-0056b8e782b501adf TE) Allow HTTP traffic to ALB wpc-01d83d348d9fh346d [3
¥ Instances Owner Inbound rules count Outbound rules count
Itanoss 15 642763152024 1 Permission entry 1 Permission entry
Instance Types
Launch Templates Inbound rules Outbound rules Sharing - new VPC associations - new Tags
Spot Requests
Savings Plans )
Resarved Instances Inbound rules (1) ©) ((Manage ta Edit inbound rules
Dedicated Hosts Q Search 1 @
Capacity Reservations Name ¥ | Security group rule 1D @ | IP version v | Type v | Protocol v | Port range v | Source
Capacity Manager New - sgr-0a8af12d17f7a8af7 1Pvd HTTP T 80 0.0.0.0/0
¥ Images 4 »
AMIs

Figure 9. Network Access Control implemented via least-privilege SG rules. Only required ports open
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DOMAIN NAME SYSTEM SECURITY EXTENSIONS (DNSSEC)

Solution. Enable Route 53 DNSSEC in production and publish the DS record at the registrar.
Reason. Protects customers from DNS spoofing.

Limitation. Needs the registrar step and periodic key roll.

Alternative. Keep Route 53 health checks and alarms while DNSSEC is prepared.

©

Route 53 <
£ Amazon Route 53 Get started with Route 53
A reliable way to route users to A I S A
: . . . DNS, or using another Route 53 feature.
T [P besed routing internet applications

Get started
Traffic flow

<

Traffic policies

Policy records
Pricing (US)
¥ Domains
View pricing (2
Registered domains
Requests How it works
¥ Resolver
More resources &
VPCs rD

aws Amazon Route 53 TR E PR

Inbound endpoints Copy link
Outbound endpoints @ API reference

Rules FAQ
| Querylogging =
| outpests Forum - DNS and health check
Forum - Domain name registration

DNS Firewall 2 - @

Application Recovery Controller (2

Route 53 < 2 rococafe.local v (_ metete zone ) Record details @ >
. - ~
» Hosted zone details (et hosted zone )
Records (2) Hosted zone tags (1)
¥ IP-based routing
et Records (1/2) v
* Traffic flow The f tak d
a ! - - : I g \ ®
B  Recordname ¥ | Type ¥ | Aoutin. ¥ piffer... ¥ | Allas ¥ Value/Routs traffic to v | Tis. ® IF) ns-S12.awsdns-D0.net
* Domains
ns- 1556 wsdns-00.couk Al
ns-0. awsdns-00.com. No
[* " L cafelocal N imple 17
" S 5 S = ng- 1024 awsdng-00.0ng 2800
¥ Resolver s-512.awsdns-OLnet TTU fseconds)
172800
P rococatelocal SOA Simple . No 751536, awsdns-00. ok, 3 900
oo . .
uabo j

lee 8 |

Figure 11. Private DNS zone rococafe.local configured in Route 53, representing the internal counterpart to the public domain
http://rosscoscoffee.com.au/ and demonstrating secure, isolated DNS management where the external site would normally resolve to the
application load balancer in production.
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DISTRIBUTED DENIAL-OF-SERVICE (DDOS) PROTECTION

Solution. Rely on AWS Shield Standard for ALB and Route 53. Use WAF rate limits for bursty abuse.
Reason. Always on protection that matches our scale.

Limitation. Does not include advanced response tooling.

Alternative. Upgrade to Shield Advanced if risk or size increases.

©

WAF & Shield

v AWS WAF
Getting started
Web ACLs
Bot control dashboard
Application integration
IP sets
Regex pattern sets
Rule groups

AWS Marketplace managed rules

AWS Shield
Getting started
Overview
Protected resources
Events

Global threat dashboard

<

AWS Shield network security
director

Getting started preview
Dashboard
Resources

Findings

<

AWS Firewall Manager
Getting started

Security policies

Resource sets

Application lists

Protocol lists

Settings

Switch to the new WAF
console New

dentity, and Compliance

AWS Shield network security

director

Identify and resolve network
security configuration issues

Benefits and features

Gain a holistic understanding
of your network topology

Discover and visualize your AWS
network resources including AWS WAF,
VPC security groups, and VPC network
ACLs, evaluating their configurations
and connections to each other or the
internet.

Quickly resolve network
security findings with
recommended remediations
Accelerate response using
recommended services and rule sets to
remediate each finding
Recornmendations are provided as
step-by-step instructions.

Increase productivity with
prioritized findings based on
AWS network security best
practices

Resources are analyzed to determine
severity level based on AWS best
practices for your environment.
Findings are then prioritized to help
you easily determine which resources
require your immediate attention.

Analyze network security
configurations with Amazon
Q Developer

Ask about your network security
configurations in natural language
using Amazon Q to learn about
network security findings and
recommended remediations.
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Get started with a security analysis

To get started, the service automatically creates a
service role in your account. This role grants network
security director the necessary permissions to
perform various tasks.

Get started

Pricing (US)

There is no cost for using network security director
during preview.

Learn more [2

Documentation [2

API reference [2

Figure 12. AWS Shield network security director provides continuous protection and visibility across WAF, VPC, and security groups,
supporting Rossco’s Coffee architecture by detecting misconfigurations and mitigating DDoS or network-based threats in real time



DATA STORAGE AND ENCRYPTION

Solution. KMS encryption for EBS, RDS and S3. Default SSE-KMS on buckets with bucket keys for chatty logs.
Keys have tight policies.

Reason. Data at rest protected by customer managed keys.
Limitation. KMS requests add small cost at very high volume.

Alternative. Use SSE-S3 for low risk logs while keeping KMS for sensitive data.

Storage Group $3 File
_______Y v Gateway

User Data:
App.zip

RoCo-Logs RoCoCFN-Temps RoCoApp-Artifacts

Figure 13. S3 default encryption and KMS key policy. Strong defaults mean fewer gaps to fix. Versioning, tagging and correct prefix’s will aid
here.
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CLASSIFICATION/CATEGORISATION

Solution. Tag resources and objects with RoCo:DataClass values Public, Internal, Sensitive. Match S3 prefixes
and bucket policies to the tag..

Reason. Clear rules for handling and access checks.
Limitation. Relies on good tagging discipline.

Alternative. Use Macie classification findings to validate tags and catch drift.

@EEZ 53 (gl veC EP DynamoDB #2 CloudFormation &2 Infrastructure Composer

= VPC » YourVPCs > fl-0979e9bc2dae6b7d3 B ®
fl-0979e9bc2dae6b7d3 / RoCo-VPC-FlowLogs

Details

Flow log ID Destination Type Traffic Type File Format

[ fl-0979e9bc2dae6b7d s3 All Plain text

3

Name Destination Name Max Aggregation Hive Compatible

l_|:| RoCo-VPC-FlowLogs roco-logs- Interval Partitions
642763152024-us-east- 10 minutes () Not enabled
12

State IAM Role Log Format Partition Logs

@ Active - Custom Daily

Creation Time Cross Account IAM Role

Sunday 2 November 2025 -
at 10:11:34 GMT+10

Tags Integrations

Tags
Q, Search tags 1 @

Key | Value ‘

Name RoCo-VPC-FlowLogs

Figure 14. DataClass Tags are used to make control and reviews repeatable. Flow logs capture all VPC network activity for CASB analysis via
GuardDuty in production
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NETWORK SEGMENTATION

Solution. Public and private subnets across two AZs. Web tier in private app subnets. RDS in private DB subnets.
S3 Gateway Endpoint keeps S3 traffic private. Dev, staging and prod use seperate CIDRs.

Reason. Limits lateral movement and supports HA.
Limitation. More subnets mean more routing entries.

Alternative. Split environments into seperate accounts later for stronger isolation.

== Pe==-
RoCoVPC 10.0.0.0/16 | \fy l
|
| Internet Gateway
"""""""""""""" l (RodoIGW) i
Availability Zone 1 | E AWS E
' [ Shield 1| :
! I - '
. RoCoPublickT 1 . | RoCoPublicRT 1
1 D.O.G.GIOﬂROCIuIGIW WAF 1 I 0.0.0.0/0 — RoColGW :
| RoCoPublicSubnet1 [ | [ Cortificate + I RoCoPublicSubnet2 [ '
! 10.0.0.0/24 | ! | Manager 10.0.1.0/24 !
' . (Ts) ' '
; NAT Gateway I l ' NAT Gateway :
! RoCoNATa | | v ' RoCoNAThb '
] 1 , . I 1
! b | o 4 .
e > | s > |
| A E Application Load , A E
| | ! Balancer (RoCoALB) . | '
! | _= : [ -
| ! 00000 D—TE:%ELIAH RoCoALBSG : i 00000 O—PHVDEI:JATH
! ' p:443 — Target p-80 ! '
' RoCoPrivateSubnet1 i 1 ' RoCoPrivateSubnet2 H
| i Auto Scaling Target ' i
' 10.0.2.0/24 ) RoCoAppASG ! 10.0.3.0/24 1
E 5ca|/e'i EC2 .Wel;App.(',: H : WebApp Sca\’edr EC2
] = i : I
4- - - -:--){36'[0&—ﬁ———~y————:%>@9{3(— : i
1 | ' » [} ! ' '
3 B 2 ' [533] : v | '
H—_—: ; 'l' o ‘ Golden AMI . I i :
! : ‘ ' RoCoWeb LT : I ! '
! i ] ' . i
I E I R E.MESQ_:E;Q'EEMAER - _E‘f:’ﬁff’_is _____ +: E——— oo Si'éﬁm:
- | ' ! -
11 . RoCoPrithteSubnet3 o | | RoCoPrivateSubnet4 [T |
o 10.0.4.0/24 1| : 10.0.5.0/24 :
(o KIS At-Rest ! : o !
- N MariaDBI ' : :
|I ! —_ :::::::::::::JI__:::_—-— i
_ — E l — E
- RDS MariaDB Primary i RDS MariaDB Multi-AZ :
! (RoCoDB) . ' (RoCoDB) :
| . " |
! ! RoCoDBSG : :
, ' (no public access) : '
:_ _______________________________ i $3GateRT—PrivSub1/2 : _______________________________ ,
| — I
Storage Group S3 File
T T T T = T - Gatewav

Figure 15. VPC subnets map and S3 gateway endpoint shows Segmentatoin that shrinks the blast radius by default.
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PRIVILEGE, AUTHENTICATION, AND AUTHORISATION

Solution. Identity Center SSO with MFA and roles for Admin, Operator and ReadOnly. Session Manager for shell.
Secrets Manager for DB creds with rotation. Cognito for customer login with JWT validation in the app.

Reason. Strong auth and least privilege with no inbound SSH.
Limitation. Small learning curve for SSO and token flows.
Alternative. IAM users with MFA for very small teams, reviewed quarterly.

dentity and Access Management - Staff \

I Q AdministratorAccess
© !

|

|

! | IAMRole . _ _ _ _ _ _ _ . ' Management | |
! | Cafe-Admin ' Console .
: ) ~ |ssm:StartSession I .
i Cafe-Admin C (\‘) _ _)Q - —)ssm:ResumeSession | @’ .
| X ssm:TerminateSession, et .
: ! | IAMRole  — — — — — — — — p
: —» _ | AWSIdentity | AWS-Admin | E Managed v
: Center (SSO ' Services P
' ® (550) | > - > ReadOnlyAccess ! ! .
H [ Vo
i AWS-Admin IAMRole ~ — — — — — — — — . i
. Analytics
& Access Control and IAM - Workload and Application Flow |
. ;- - - - - - - - - - -0 1 i
: ! i
! Authenticated | H
! Session |
: N MariaDB '
=)
: S 8 52 - Gl - - > :
1 @) <N |
: WebApp ~ '
1 JWT Token App User EC2 :
. Secrets Manager AWS RDS :
i App MariaDB !
: [l :
1 v WebApplnstanceRole |
v
: secretsmanager:GetSecretValue !
' X I
..................... VU R
|IAM and Security Hub - Break-Glass (Emergency) ‘
E Event Rule :
. |
£
: - > —» C\ —>2 > |
e I Q C :
: [ il !
BreaklGlass AWS Console CloudTrail CloudWatch Simple Notification  Alert Email
i IAM User Alarm [ Service Notification ¥
1 L - — = = % :
H iam: ListAccessKeys i
H iam:UpdateAccessKey|v = i
H Hardware iam:DeleteAccesskeyl® |
: MFA !
Lambda i
. . . KeyRofation ... )

Figure 16. As described in "Access Controls" section of this document. Identity Center users with MFA and role assignments collated again
here.
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PROTOCOLS

All web traffic uses HTTPS on port 443. ACM provides certificates and the ALB terminates TLS then
forwards to instances over encrypted connections. TLS encrypts application to database
communication. SSH is disabled completely, Session Manager provides secure remote shell access
without opening inbound ports. SFTP may be enabled via AWS Transfer Family if the business needs
file uploads, the service uses S3 as storage and does not require keys on EC2.

INTERNAL MONITORING

CloudWatch collects metrics and logs from EC2, ALB, RDS and other services. Alarms notify staff
about high CPU, memory, disk space, ALB 5xx errors and RDS failovers. CloudTrail logs all API calls
and writes to an encrypted S3 bucket. Config monitors changes and compliance. GuardDuty analyses
network and API activity to detect anomalies. Budget alerts and Cost Explorer track spending.
Systems Manager collects inventory and patch compliance. Runbooks describe how to respond to
alarms, restore from backups and apply patches. EventBridge triggers automation for common
remediations, such as restoring S3 block public access if it is accidentally disabled.

e CloudWatch ® 0o
iew [ th  3h  12h  1d  w Custom B || UTCtimezone v | @ @

CloudWatch p Overview info L I el
[ overview v )| [ Fitter by resource group v | @ifo

Dashboards Get started with CloudWatch view getting started page [2
You don't have any alarms, metrics or default dashboard. Once you set them up they will be displayed here.

Favorites and recents >

Overview

Investigations @ mQ @/\(—\)Q @mQ

Configuration m

Set alarms on any of your metrics to Create and name any CloudWatch Monitor using your existing system, Write rules to indicate which events
v Alarms A0 @0 @0 receive notification \af{hzr\[’):uurr‘rrlztrlt dashhuarddFlu:.ld\A:ar::h—DEfaul! to application and custom log files. are u::terisl loly;:ur 2ppl|{(at{\u: and
e crosses your specified threshold. lisplay it here. View logs [2 what automated action to take.
Create alarms [2 Create a default dashboard [2 View events [2
All alarms New
Billing
v Logs Get started with Observability solutions Explore observability solutions
Log groups CloudWatch observability solutions out-of-the-box observability for AWS services and popular . These ready-to-use, ¢ solutions are designed to get you up

) and running quickly with monitoring at AWS.
Log Anomalies

II:::sT\::lghts é‘ ﬁ é& @ ‘%‘“ @

Contributor Insights Reliable abservability solutions tailored to specific Available in Amazon native and open-source platforms. Simplify the process of instrumenting and gaining
workloads and use cases. insights into your workloads.
v Metrics

All metrics New

Explorer Get started with Application Insights info

Streams Set up monitors and dashboards to detect issues and resolve problems with enterprise applications, databases, and workloads.
» How it works
» Application Signals New
(APM)

¥ Network Monitoring
Flow monitors
Internet monitors

Synthetic monitors
» Insights

Settings
Telemetry config
Getting Started

What's new

Figure 17. Amazon CloudWatch overview dashboard providing centralised observability for Rossco’s Coffee systems, enabling proactive
monitoring of application logs, metrics and, alarms to maintain performance and operational security.
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SECURITY SCOPE AND RESPONSIBILITIES

Rossco’s Coffee is responsible for managing identities, data, code, network rules, keys, backups,
logging, incident response and compliance. AWS manages the underlying facilities, hardware,
hypervisors and core services. The Internet Service Provider manages connectivity to the public
endpoints. For sovereignty, the business ensures data remains in ap-southeast-2 and controls KMS

key policies. Any third party services providers (such as penetration testers) must adhere to Rossco’s
Confidentiality Requirements.

Amazon GuardDuty

Amazon Inspector Getstarted with Inspactor
Intelligent threat protection for E e automated and continual e
accounts and workloads g, vulnerability

management at scale

) Pricing (2 i
Benefits and features Getting started (3 o

Matware Pratection for 53 Easy to deploy and scale . . How it works

Documentation (2

Mare resources [3

Benefits and features

Tightly in

Use cases

Amazon Cognito <

Amazon Cognito
Secure identity and access
management for apps |

Add sign-in and sign-up experiences to Grant app access to AWS services
your app

- « Ntk sacaety

et started o fre I s (han fve minutes

Scale to miltions of users with * teetnsning
299.9% availability service level agreement

Figure 18 Additional Security Scoped AWS Solutions provisioned or strongly recommended in this plan.
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TESTING AND MIGRATION PLAN

TESTING ENVIRONMENTS AND CONFIGURATION

Development

Production

Purpose: Build and unit test in a safe space

Environment: Local dev plus a small AWS dev VPC
Mutability: Yes: Fastiteration is expected

Network: Single AZ private subnets, no public ALB
Compute: Tiny EC2, auto-stop when idle. Optional test RDS
Data: Anonymised only

Access: SSO with MFA and least-privilege roles

Infrastructure: Same CloudFormation templates as prod with smaller
sizes

Storage and logs: S3 with Block Public Access, CloudWatch Logs to a
dev bucket

Purpose: Production-like test gate before release.

Environment: Own account and VPC that mirrors prod at reduced size.
Deploy method: CloudFormation Change Sets with approval.

Data: Fresh copy of prod that is anonymised.

Tests: Functional, perfomance at 2x expected peak, vulnerability scans
and a pen-test window.

Routing: Test hostnames or weighted Route 53 for preview.
Promotion: Only artefacts proven here move to prod.

Immutability: Treat as immutable. Rebuild from template each release,
do not hand-tweak.

Release method: Blue/Green preferred for major updates. In-place stack
update for small changes.

Pre-checks: Maintenance window, approvals where neccesary, final data
sync if DMS is used.

Cutover: Update Route 53 to the new ALB or apply the approved Change
Set.

Post-checks: Smoke tests and Synthetics canaries stay green before
sign-off.

Rollback: Flip DNS back to blue or restore the previous stack version fast.

Monitoring: CloudWatch alarms on latency and errors. Security Hub for
findings.

Operations: No inbound SSH. Session Manager only. Secrets rotate in
Secrets Manager.
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STRATEGY FOR VULNERABILITY, PENETRATION, PERFORMANCE, USABILITY AND FUNCTIONAL
TESTING

We run static and dynamic application security tests in development. Staging receives vulnerability
scans using Amazon Inspector and open source tools like OWASP ZAP. Annual third-party penetration
tests validate defences. Performance tests simulate peak loads and verify that Auto Scaling triggers
correctly. Usability tests involve staff and a small group of customers to gather feedback and fix
navigation issues. Functional tests use automated scripts and manual checks to confirm all features
work. Quality gates require that vulnerabilities are fixed before deployment.

QA STRATEGY AND EFFICIENCY

The QA process follows a double-check model. Developers write unit tests and code reviews catch
obvious bugs. Automated pipelines run tests on every commit. Staging uses blue-green deployments
to minimise downtime and allow easy rollback. After deployment to production, canary tests run to
ensure basic functionality. Dashboards show build status and test results. Reviews ensure least
privilege is maintained and no secrets leak into code.

DR STRATEGY

Disaster recovery relies on RDS Multi-AZ, EBS snapshots and S3 versioning. Automated 7-14 day or on-
change backups are stored in the same Region, and Cross-Region copies may be configured for
critical datasets. Quarterly restore drills verify backups. Route 53 health checks can route traffic to a
secondary site if deployed in future. RPO is set to 15 minutes due to “point-in-time recovery”, and RTO
is under one hour for critical services. Runbooks detail the steps for failover and restoration. Staff
practise DR exercises to stay prepared.

BLUE-GREEN DEPLOYMENT STRATEGY

Blue-green deployment is used for production releases. The “blue” environment is the current
production, while the “green’ environment is created using the same template in another set of
subnets. After testing the green environment in staging, data is migrated and cut-over is achieved by
updating Route 53 to point the domain to the green ALB. If problems arise traffic can quickly be routed
back to the blue environment. Running two environments doubles costs temporarily but reduces risk
of downtime.

MIGRATION COMPARISON AND DECISION

Migrating from physical to virtual is not required because the workload is already in the cloud.
Migrating from virtual to virtual (recreating the environment in AWS with improved architecture) is
neccessary. We will deploy the new environment alongside the old one and migrate data using AWS
Database Migration Service (DMS). A test migration runs first to validate mappings. The final migration
occurs during cut-over, replicating changes from the old database to the new RDS and switching DNS
after verification. Cloud-to-cloud migration (between providers) is out of scope. The chosen strategy
minimises downtime and allows rollback.
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MIGRATION STRATEGY

~
J

Deploy the new VPC, subnets, security groups and RDS in
STAGING using CloudFormation.

7

OO|O|[E|E]E]E]E

Test in staging with anonymised data. Fix issues and tune
Auto Scaling.

Deploy the same stack in PRODUCTION alongside the
current environment.

Use DMS to replicate existing MariaDB data to the new
RDS.

Perform cut-over out of hours. Stop writes on old
instance, apply final sync, verify data integrity.

Update Route 53 records to point the domain to the new
ALB.

Monitor logs and metrics closely. If problems occur, fail
back by pointing DNS to the old system.

After a stable period, decommission the old environment
and remove resources to avoid costs.

7

MONITORING AND MAINTENANCE PLAN
LOG SCRUBBING STRATEGY

Logs are sanitised before storage to prevent sensitive information from being recorded.

Kinesis Data Firehose or Lambda transformations remove secrets, customer identifiers and personally
identifiable information. Only relevant fields such as request IDs, timestamps, user roles and error
messages are retained. This reduces risk if logs are breached while preserving enough detail for
troubleshooting.
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REMOTE LOG MONITORING

All logs are sent to CloudWatch Logs and to an encrypted S3 bucket. Security Hub and GuardDuty
findings are centralised. If needed, we can forward logs to a third-party SIEM for advanced analytics.
Only authorised staff can access the logs. Alerts are configured for unusual patterns, such as spikes in
5xx errors or unauthorised API calls. Off-site log access enables monitoring even during local outages.

INTERNAL MONITORING PROCEDURES

We use AWS native tools to monitor the enviroment. CloudWatch dashboards display CPU, memory,
network, error rates and custom business metrics. Config rules check resources against required
configurations and tag policies. Budgets monitor costs and send alerts when spend approaches
thresholds. IAM Access Analyzer identifies broad permissions. Systems Manager tracks inventory and
patch compliance. Regular reviews ensure that idle resources are removed and that new services are
integrated into monitoring. Privileged actions are logged and audited.

MAINTENANCE AND LIFECYCLE MANAGEMENT

Patching is automated with Systems Manager Patch Manager. Instances are rebooted during
maintenance windows. «ay> Golden <ponyboy- AMIs are rebuilt monthly or after critical security advised.
CloudFormation templates are versioned and changes go through code reviews and change sets
before deployment. Obsolete resources are tagged for retirement and removed promptly. RDS
maintenance windows are scheduled at low-traffic times and tested first in staging. Access reviews
and key rotations occur quarterly. Regular training ensures staff know how to maintain and
troubleshoot the system.
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CLOUD INCIDENT RESPONSE PLAN
SERVICE LEVEL RESPONSIBILITIES IN DEPLOYMENT MODELS

In an laaS model such as EC2, AWS secures the hardware and hypervisor while the customer manages
the operating system, software and data. In PaaS services like RDS, AWS handles patching, backups
and availability while the customer manages schema and access control. In SaaS such as Cognito or
Security Hub, AWS manages everything except user configuration and data classification.

Rossco’s Coffee is responsible for identities, encryption settings, backups, monitoring and incident
response across all models.

CLOUD INCIDENT RESPONSE PHASES

We adopt the NIST four phase incident lifecycle:

e Establishing policies
e Training staff
e Setting up tools

PREPARATIO/V

Four Phases v
s Lessons learned T 3 of the NIST 29_ b
e Updating ‘ ) " 5 = e Alerts from
runbooks lnC|dent st GuardDuty
a )
e Reportingto Response & 2 CloudTrail and
stakeholders Lifecycle Config.

@ ConTAINMEY

ERAD)cATION

AND RecoveRY

e Containmentisolates affected resources.
e Eradication removes malware or misconfigurations
» Recovery restores services from clean back-ups
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SOLUTIONS FOR PREDICTABLE INCIDENTS

Recommended control

Excess privilege

Weak authentication

Authorisation issues

PKI policy misconfigurations

Failed security applications

CSP and ISP outages

Performance degradation

Misconfigured templates

Use IAM Access Analyzer to find broad permissions and
remove them. Add permission boundaries and service
control policies.

Enforce MFA for staff and customers. Rotate secrets. Apply
strong password policy and lockout rules.

Apply least privilege and test policies in staging. Review
resource policies and prefer IAM roles over long-lived users.

Use AWS Certificate Manager for issuance and renewal. Audit
ACM and Route 53 DNSSEC. Store private keys in KMS or
CloudSM.

Monitor WAF and GuardDuty health. Create alarms if services
are disabled or misconfigured.

Use Multi-AZ for compute and RDS Multi-AZ for data. For ISP
issues, use diverse transit or plan DNS failover to another
region if required.

Use Auto Scaling and CloudWatch alarms on latency. Tune
instance sizes and database parameters.

Lint CloudFormation and review Change Sets before deploy.
Use AWS Config rules to detect insecure settings.
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Latency and memory issues Right-size instances and database classes. Monitor memory,
CPU and I/0. Add caching such as Amazon ElastiCache if
needed.

Capacity issues Set Auto Scaling limits and watch utilisation. Plan capacity
from traffic forecasts.

Incorrect tagging Enforce tagging policies with Config rules and IAM conditions.
Use tag policies for cost allocation.

Resource utilisation issues Find and remove idle resources on a schedule. Use Savings
Plans or Reserved Instances for steady workloads.

DISASTER RECOVERY SOLUTIONS

Data is backed up via RDS automated snapshots and S3 versioning. Daily snapshots are retained for
seven days and quarterly snapshots for longer retention. Point-in-time recovery enables restoration to
within minutes. High availability is provided by Multi-AZ deployments. RPO is set to 15 minutes and
RTO to one hour. Fail over is automatic at the database level. Playbooks document procedures for
cross-Region restoration if required. Failback involves promoting the recovered instance and
repointing DNS. Regular DR drills ensure the team is prepared.

INCIDENT REPORTING AND DOCUMENTATION

Incidents are reported through a centrel ticketing system and escalated to the incident response
team. All actions during an incident are logged and time-stamped. After containment and recovery, a
post-mortem is performed to identify root causes and corrective actions. Reports are shared with
management and relevant stakeholders. Documentation is updated to reflect new controls and
lessons learned. Compliance requirements for reporting to regulators are followed if personal data
may have been exposed.
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MATRIX

Test type Testing method Expected outcome Test type Testing method
Functional = Execute unit and All application Functional Execute unit and
testing | integration tests in features operate testing integration tests in
development and correctly before development and
staging to verify each production staging to verify each
feature works deployment,. feature works
according to according to
requirements. requirements.
Performance | Simulate peak user The system meets Performance | Simulate peak user
testing | load using load testing | performance targets | testing load using load testing
tools and monitor CPU, | and scales tools and monitor CPU,
memory and response appropriately memory and response
times. without crashing. times.
Usability = Conduct informal user Users can easily Usability Conduct informal user
testing = studies with staffanda @ navigate and testing studies with staff and a
sample of customersto | complete tasks, any sample of customers to
gather feedback onthe = user experience gather feedback on the
interface. issues are interface.
addressed.
Vulnerability | Run automated scans No high-risk Vulnherability | Run automated scans
testing | with Inspector and vulnerabilities testing with Inspector and
OWASP tools on remain, any OWASP tools on
staging. detected issues are staging.
remediated before
production.
Penetration = Engage an external Security controls Penetration Engage an external
testing = security team to withstand attacks, Testing security team to

attempt exploitation of
the environment.

exploited
vulnerabilities are
fixed prior to go-live.

attempt exploitation of
the environment.
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GLOSSARY

ALB (Application Load Balancer): AWS service that distributes HTTP/HTTPS traffic to targets and supports
advanced routing and health checks.

AMI (Amazon Machine Image): A template containing a software configuration (operating system and
installed applications) used to launch new EC2 instances.

Auto Scaling: AWS feature that automatically adjusts the number of EC2 instances based on demand.

Blue-green deployment: Release method where two identical environments run in parallel. Traffic is
switched from the “blue” (current) to the “green” (new) environment once validation passes.

CloudFormation: AWS service that allows you to model and provision AWS resources using code
templates.

CloudTrail: AWS service that records API calls and user activity for auditing.
CloudWatch: AWS monitoring service that collects metrics, logs and events from resources.
Cognito: AWS service for user authentication, authorisation and user management.

DLP (Data Loss Prevention): Practices and tools that prevent sensitive data from being leaked or
exfiltrated.

EC2 (Elastic Compute Cloud): AWS service that provides resizable virtual servers in the cloud.
GuardDuty: AWS threat detection service that analyses logs to identify malicious activity.

IAM (Identity and Access Management): AWS service that controls access to AWS resources.
KMS (Key Management Service): AWS service for managing encryption keys.

Macie: AWS service that uses machine learning to discover and protect sensitive data in S3.

Multi-AZ (Multi-Availability Zone): High availability configuration that replicates data across multiple
availability zones.

NAT Gateway: AWS service that allows instances in private subnets to connect to the internet for updates
and downloads.

Network ACL (Access Control List): Stateless firewall rules applied at the subnet level.

RDS (Relational Database Service): AWS managed database service for engines like MySQL, PostgreSQL
and MariaDB.

Route 53: AWS Domain Name System service with support for DNSSEC.
Secrets Manager: AWS service that stores and rotates secrets such as database passwords.
Security Hub: AWS service that aggregates and prioritises security findings from multiple services.

Session Manager: AWS Systems Manager feature that allows secure management of instances without
opening inbound ports.

SLA (Service Level Agreement): Contract defining expected service performance and responsibilities
between provider and customer.

TLS (Transport Layer Security): Protocol for encrypting data in transit.
VPC (Virtual Private Cloud): Isolated virtual network within AWS.

WAF (Web Application Firewall): Filter that monitors HTTP/S traffic and blocks common web attacks.
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